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GA4GH Background

● GA4GH unites an international 
community dedicated to advancing 
human health through genomic data. 
They build technical standards and policy 
frameworks and tools that will expand 
responsible, voluntary, and secure use of 
genomic and other related health data. 

● Gen3 strives to follow GA4GH standards 
to enable interoperability with other 
systems and simplify the use of a Gen3 
commons or mesh



Driver Projects

● A GA4GH Driver Project is an initiative that 
shapes GA4GH products and applies them 
to real genomic data. 

● Driver Projects range from national health 
services to rare disease networks to cancer 
data centres

● Four driver projects are built using Gen3 
technology and allow us to both influence 
and more easily adopt new GA4GH 
standards.



Gen3 services employing GA4GH standards



Data Repository Service (DRS)

● The Data Repository Service is responsible for hosting data objects.
● Indexd is the Gen3 service that conforms to the DRS standard and returns data 

objects to the users.
● Currently this is the standard that Gen3 has most influenced. Contributions include 

prefixes, additional metadata for data objects, and statistics for DRS servers.
● DRS provides a vital service to allow researchers get the data they need as well as 

for systems to download data for further analysis



Data Repository Service (DRS)

DRS Request:

GET 
https://nci-crdc.datacommons.io/ga4gh/d
rs/v1/objects/dg.4DFC/00001cab-cfa9-4fb2
-90d3-5bdd2fb92d5e

DRS Output:



Passports and Visas

● The Passports and Visas standards handles authentication and authorization of 
data across platforms. Each user has a passport and platforms can grant visas to a 
userʼs passport (via a clearing house). A user can then visit different platforms and 
use their visas to essentially bring data access with them.

● Gen3 conforms to NIH RAS (Researcher Auth Service) which is a modified version of 
Passports and Visas.

● Currently NIH RAS and Passports are different standards. There is work within 
GA4GH and the NIH to bring these standards to a unified standard.



Gen3 services employing GA4GH standards



Data Connect

● Data Connect is a standard for discovery and search of biomedical data. It provides 
mechanisms for describing data and its data model along with searching the data 
with the given data model.

● Gen3 has a similar service, the Metadata Service (MDS) that handles arbitrary 
metadata for data objects. This means that for any object in indexd (DRS) you can 
add additional metadata.

● Work is being done to add the additional features of Data Connect into MDS to 
make the Gen3 Metadata Service Data Connect compliant.



Data Connect

● Data connect uses the concept of tables where each table has its own schema to 
which all data within the table conforms.

● Gen3 will modify the MDS so each data object will have its own table and thus each 
data object will have arbitrary metadata associated with it.



Future standards to be adopted or 
influenced by Gen3



Portable Format for Bioinformatics (PFB)

● PFB is a file format developed for Gen3 System interoperation. It is contains a self 
describing schema with serialized data. We have been coming up with a plan to 
introduce PFB to GA4GH as a new standard. We still need to identify a workstream 
that it fits into and when to introduce it.



DRS Statistics

● Indexd has had a stats endpoint for many years. This endpoint will give you total 
file size (bytes) and file count of all objects in an Indexd server.

● The cloud workstream noticed this endpoint and decided that it would be a 
beneficial addition to the standard. We made a PR to the DRS standard and it will 
be voted on in the current plenary in Melbourne.



Task Execution Service

● The Task Execution Service (TES) is a standard for defining a schema and API for 
describing batch execution tasks

● Each Task can be thought of a computational process with input files and 
commands that are run on a docker container.

● TES goes hand in hand with WES (workflow execution service) where each task of a 
workflow can be executed by TES.

● Future benefits to users
○ Allow TES-based workflows to be run on Gen3
○ Provides visibility into progress of workflows
○ Enables Gen3 to offer dashboard control and monitoring of workflows
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GA4GH Cloud Work Stream APIs

Sharing Tools 
and Workflows

Executing 
Workflows

Executing 
Individual Tasks

Accessing Data
Data Repository Service, DRS



Task Execution Service (TES) API
A way to send a request to run a Docker-based tool in a remote environment, 
monitor progress, and retrieve the result. (TES does tasks, WES does workflows)

POST new task

GET task status

GET task 
stderr/stdout

API Standard to Execute

Tools

Docker
JSON

stderr stdout file(s)

status

+

Cloud-specific 
Implementation

Offic
ial G

A4GH

Standard!
● GitHub page: https://github.com/ga4gh/task-execution-schemas  
● Latest release: 1.1.0

https://github.com/ga4gh/task-execution-schemas




A TES Request



TES Ecosystem - Servers

Funnel
TES server implementation for HPC/HTS 
systems including AWS Batch, Google 
Cloud, Kubernetes, Slurm, GridEngine 
and HTCondor

github.com/ohsu-comp-bio/funnel

Pulsar
TES server implementation for the 
Galaxy/Pulsar federated distributed 
network

pulsar.readthedocs.io

TES-Azure TES server implementation for the 
Microsoft Azure github.com/microsoft/ga4gh-tes

TESK TES server implementation for 
Kubernetes/ Native Cloud systems github.com/elixir-cloud-aai/TESK

proTES Proxy service for injecting middleware 
into GA4GH TES requests github.com/elixir-cloud-aai/proTES



TES Ecosystem - Clients

Project Description Source

Cromwell
Workflow management system for executing 
composed in the Workflow Definition 
Language (WDL) domain-specific language 
(DSL)

cromwell.readthedocs.io

cwl-tes
Workflow management system for executing 
workflows in the Common Workflow 
Language (CWL) DSL

github.com/ohsu-comp-bio/cwl-tes

ELIXIR Cloud Components Web Component library for interacting with 
TES services (and other GA4GH APIs) elixir-cloud-components.vercel.app

Nextflow Workflow management system for executing 
workflows composed in the Nextflow DSL nextflow.io

py-tes Python client library for interacting with TES 
services github.com/ohsu-comp-bio/py-tes

Snakemake Workflow management system for executing 
workflows composed in the Snakemake DSL snakemake.github.io

Toil
Workflow management system for executing 
workflows composed in the Toil and CWL 
DSLs

toil.readthedocs.io

https://toil.readthedocs.io/


TES Paper in Pre-print



Gaps

Authentication and authorization
● Current implementations provide basic auth

○ Funnel not connected to user database

● Credential handoff
○ How do things like S3 bucket credentials get handed off?

■ TESK and Funnel use pre-configured 'global configs' for storage access



Questions and Discussion
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