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e Current solutions and future plans for observability tools of Gen3 systems -
Gen3 Platform Engineering Team, University of Chicago

e Gen3 observability in Aotearoa Genomic Data Repository - Carvin Chen,
University of Auckland

e Understanding observability concepts in kubernetes/cloud-native - Colin
Griffin, Krumware

e Operating Gen3 on AWS: Monitoring and Observability - Guerdon Mukama,
Australian BioCommons



Gen3 observability

By the gen3 platform engineering team



Grafana

Ajo Augustine



GEN3 PLATFORM - OBSERVABILITY ARCHITECTURE

EN

Gen3 Observability: one central stack, many clustefsowo-

A stateless Alloy agent on every Gen3 EKS cluster; one central, S3-backed LGTM backend in the CSOC account.

AWS ACCOUNT / VPC BOUNDARY — VPC PEERING, INTERNAL LOAD BALANCERS

Users (internet)
CSOC monitoring account — separate VPC
Gen3 EKS cluster *

(xN — one per commons)

Grafana — dashboards + alerting query / read
Alloy agent
stateless - OTel collector
Amazon S3
S 1
. . 1
Mimir Loki Tempo ! Pyroscope
. I I
metrics logs I traces I profiling
e e e — Y
[ l T |

Every cluster runs only Alloy — stateless, cheap. The stateful backend runs once, centrally, in CSOC.

Mimir/Loki/Tempo: internal LBs only, reached via VPC peering — e.g. mimir.planx-pla.net

Grafana is the only internet-facing piece, access restricted.



GEN3 PLATFORM - OBSERVABILITY ARCHITECTURE

What Alloy collects, and where it lands

One agent, three signals — plus curated alerts, dashboards, and browser RUM.
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DATA COMMONS

Also on every Alloy: OTLP receivers on :4317 (gRPC) / :4318 (HTTP) — apps send OTLP to their local in-cluster Alloy, which batches & forwards.

® Auto-discovery scrape of pods/services
annotated prometheus.io/scrape: "true"

® node-exporter, kube-state-metrics,
kubelet metrics

Filtered to a curated allow-list (regex
keep rules) — controls cardinality & S3
cost

Built-in alerting

Gen3 alert rules ship in the

firing as soon as Grafana is up.

Curated dashboards

Gen3-specific dashboards
Helm chart's alerting values — from
uc-cdis/grafana-dashboards.

All pod logs, labeled by namespace / pod
/ container / app

Kubernetes cluster events (kube events
— Loki)

High-cardinality rollout labels (e.g.
pod_template_hash) dropped

Faro RUM collector

Alloy ingests browser RUM
from Portal/Fence — Loki.

® OTLP receiver — batch processor —
Tempo exporter

Apps send OTLP traces to their local Alloy

Backend enabled in prod via GitOps

Pyroscope profiling

Continuous profiling,
CSOC-side, viewed as a
Grafana data source.



Pyroscope

Continuous profiling for production systems
lawad OQureshi

What itis - How to instrument - Auto-instrumentation - What it's good for



OVERVIEW

What is Pyroscope?

— Open-source continuous profiler, part of the Grafana
observability stack

— Continuously collects CPU, memory, and other
resource profiles from live services

— Stores profiles efficiently over time, so you can go back
and look at any point in history

— Visualizes profiles as flame graphs — which
functions/lines consumed time or memory, and how
much

— Answers a question logs and traces can't: which lines
of code are actually costing you resources

Anatomy of a flame graph

main() —100%
handleRequest 58% gc 27% other 15%

parse reflect
AL sed b conn ol &%) Stack depth = call depth.

@ Width = resource cos® Stack = call path ® Click to zoom in
Pyroscope samples running processes (e.g. every 10ms) and
aggregates

samples that share a call stack into these nested bars — no code

changes needed to view existing profiles once collection is wired up.



INSTRUMENTATION

How to instrument your service

Three ways to get profiles flowing into Pyroscope, from most control to least effort:

SDK / library

— Add Pyroscope's client library to your app

(Go, Java, Python, Ruby, .NET, Node, Rust, PHP,

eBPF)

— Afew lines at startup: server address, app
name, tags

— Full control over profile types (CPU, alloc,
heap) and tags per request/goroutine

— Best when you want custom tags (e.g.
tenant ID, request route) baked into profiles

Language-native profiler + push

— Many runtimes ship a built-in profiler
(pprof, JFR/async-profiler, py-spy)

— Point its output at Pyroscope, or use
Grafana Alloy/Agent to scrape & forward

— No app code changes — configuration only

— Good fit for existing pprof/JFR-based
workflows

eBPF auto-instrumentation

— Kernel-level profiler attaches to running
processes — zero code, zero redeploy

— Deployed as a daemonset (e.g. CGrafana
Alloy) across a Kubernetes node

— Automatically discovers and profiles every
process on the host

— Covered next — the fastest way to get
whole-fleet coverage



AUTO-INSTRUMENTATION

Auto-instrumentation: profiling without

touching code

— An eBPF-based agent (e.g. Grafana Alloy) runs as a node-level
daemon

It attaches to every process on the host and samples stacks
directly from the kernel

— No SDK, no redeploy, no restart — works on services you
don't own or can't modify

— Tags profiles automatically with service name, k8s labels,
container/pod metadata

Once profiles are flowing, compare a baseline window against
a comparison window

— The screenshot: two 24h CPU-time flame graphs for the same
service, side by side

Diff view highlights exactly which functions grew or shrank
between deploys

— Turns “CPU usage went up” into “this function is the reason”

@ Pyroscope

Q
(=]
m

Tag Explorer

Single \

Comparison View

W Diff View

Admin Page

Github

pyroscope:process_cpucpu + &

Total nanoseconds of CPU time consumed

B Baseline time range W 24 hours prior v to comparison

Select Tag C cpu utna C Execute

run runtine.ncall (4.24
run | runtime.park_m (3.
run | runtine. schedule (|

< @ Last1hour

Comparison time range

SelectTag +  process_cf no | Execute

bbbl

Both | |&

‘ runtine.mcall (5.91 s)
runtine.park_m (5.50 5)
runtine. schedule (5.48

Pyroscope comparison view — baseline vs. comparison flame graphs



USE CASES

What Pyroscope is good for

Cutting infra cost

Find the exact functions burning CPU or
memory across a fleet, and cut cloud spend
by fixing them instead of scaling out.

Memory leak triage

Compare heap profiles over time to see which
allocation site is growing unbounded.

Regression hunting

Diff flame graphs before/after a deploy to
pinpoint which code change caused a

performance regression.

Whole-fleet visibility

eBPF auto-instrumentation gives coverage
across services you don't control the code for
— third-party or legacy.

Debugging "it's slow" reports

When a service is slow with no clear error or
log signal, profiling shows where time is
actually going.

Correlating with traces/logs

Pairs with Grafana Tempo/Loki: jump from a
slow trace span straight to the flame graph for
that time window.



Nginx Metrics

Edward Malinowski



NGINX Metrics Add a Consistent Service-Level Signal

Every proxied Gen3 service can expose the same request and connection telemetry without changing application code.

Gen3 Traffic NGINX Exporter Alloy — Grafana

Users + internal services Common request path Prometheus metrics Collect o store e visualize

Low-friction Correlatable
No app-specific metrics implementation Compare traffic with CPU, memory and
required pod health

Consistent
Same telemetry pattern across services

Result: the service layer becomes measurable instead of a black box.




RPS Gives Infrastructure Metrics Operational Context

Request volume helps explain why resource usage changes — and makes troubleshooting faster.

Example: Traffic spike correlated with CPU

Traffic patterns
Which services are busy, and when?

Incident triage
Did a failure coincide with a request spike?

Capacity planning

How much demand can one replica handle?

Deployment validation
Did request behavior change after release?

“80% CPU” is more useful when we know whether traffic is
20 RPS or 200 RPS.




The Same Metrics Can Drive Demand-Based Autoscaling

Observability data can become a control signal: scale replicas based on incoming request load, not only CPU.

Traditional HPA RPS-based HPA Why it matters

CPU / memory threshold Requests per replica Closer to actual service demand

NGINX Metrics HPA Scale Out
400 RPS 200 RPS / pod Target: 100 2 — 4 replicas

Observe — Understand — Alert — Automate

RPS is especially useful for request-driven services where CPU may lag or poorly represent demand.




Open Telemetry

Justin Barnowski
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The Problem

Fragmented observability makes unified telemetry impossible.

Vendor Lock-In Incompatible Agents Data Silos

Each observability tool uses a proprietary data Different services require different collection Metrics, logs, and traces live in separate
format. Switching vendors means agents with no shared protocol. Operational backends. Correlating a slow trace with its CPU
re-instrumenting services from scratch. overhead multiplies with every new service. spike requires manual context-switching

between tools.

Without a common standard, distributed traces, metrics, and logs cannot be unified.
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OpenTelemetry Architecture

The Unified Collection Hub

Jaeger (Traces)
Gen3 Services
Applications & OTel Collector Prometheus / Grafana

Process - Normalize - Filter

infrastructure
Loki (Logs)

Collect Once, Send Anywhere.

Vendor-Neutral Single Agent Unified Telemetry
OTel is a CNCF standard. Swap backends without One collector per node replaces the per-service Traces, metrics, and logs share the same pipeline,
touching your instrumentation code. agent sprawl of fragmented setups. enabling correlated analysis in Grafana.



UC-CDIS Gen3 Implementation Plan DATACEAMS

Instrumenting our microservices in an AWS environment.

n Codebase Scan & Target Selection a SDK Instrumentation

Inventory Gen3 microservices (frontend, core API, data services) Deploy OTel SDKs to key services. Use automatic instrumentation
on GitHub to identify high-impact instrumentation targets. for HTTP, SQL, and gRPC. Add manual spans for critical business
logic.

e AWS Collector Deployment n EKS Observability Stack

Deploy Grafana Alloy across all services as the OTel collection Export telemetry to self-hosted Grafana and Prometheus running
agent. Alloy handles scraping, processing, and forwarding on AWS EKS. Gen3 manages its own stack rather than using
telemetry for the full Gen3 fleet. managed services, supporting our multi-commons architecture.
Nheaviia lincdwn san A d s Callans Amaliimn
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Repos

e Helm Repo: https:/qgithub.com/uc-cdis/gen3-helm
o  Observability chart: https://github.com/uc-cdis/gen3-helm/tree/master/helm/observability
o  Dev observability setup: https://github.com/uc-cdis/gen3-helm/blob/master/examples/local_lgtm.yaml

e Grafana Dashboards: https:/github.com/uc-cdis/grafana-dashboards



https://github.com/uc-cdis/gen3-helm
https://github.com/uc-cdis/gen3-helm/tree/master/helm/observability
https://github.com/uc-cdis/gen3-helm/blob/master/examples/local_lgtm.yaml
https://github.com/uc-cdis/grafana-dashboards

Questions
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Gen3 Observability in Aotearoa
Genomic Data Repository

—== 3 September 2026 —==~ Carvin Chen

Digital Research Innovation and Al (DRAI Inn.)
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* We have an ongoing partnership with GA for the
Abo Ut th e D RAI I n n . development of the Aotearoa Genomic Data
Repository (AGDR) and with the Rakeiora
leadership for the development of the Rakeiora
eam

Genomics Platform.

* Platform is hosted on Infrastructure that was
NeSl and is now REANNZ.

* GEN3 is used for the Aotearoa Genomics Data

. Digita}I Research Innovation and Artificial Repository and Rakeiora Genomics Platform
Intelligence Group (DRAI Inn.). (prototype application)

* Located within Digital Services as a part of the .
broader eResearch platform at the University of .
Auckland

e  We work close to research

* We explore and discovery emerging capabilities,
products, platforms

* We learn through action and partnership



https://data.agdr.org.nz/
https://data.agdr.org.nz/
https://browse.rakeiora.ac.nz/
https://browse.rakeiora.ac.nz/

—
—."
AGDR observability is primarily built on the Grafana OSS stack
& R £ a4 -y
Application Infrastructure Incident Response
Observability Observability Management
S o) g &
Frontend Service Maps Kubernetes  Server/VM SLO Alerting
2 & || wa ®AD|| O A
Serverless eBPF Database Cloud Providers OncCall Incident
\ b & J
1t ) |
‘ m ‘ \ / wv ""/" Grafana o
S L © Alio SigNoz
Loki Grafana Tempo Mimir y
Logs Visualizations Traces Metrics Prometheus
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Remote write traces

g!!!
——
— Web performance metrics, logs,
‘ .' exceptions, events, and traces
=g
Gen3 User
(Faro Web SDK)
%29 genomics
aotearoa

fence

Remote write logs,

sheepdog

faro signals

v

arborist

indexd

Prometheus

Remote write metrics

v

Export traces

Signoz

v
C‘. <
-

Admin Users

Trace Dashboard

Mimir

Grafana

REANNZ

Data sources, Dashboards, Alerts




Alloy : collector and shipper of the logs, faro signals, traces

otelcol.receiver.otlp "default" {

grpc {
endpoint = "0.0.0.0:4317"
} .
http { faro.receiver "default" {
endpoint = "0.0.0.0:4318" server {
} listen _address = "0.0.0.0"
output { listen port = 12347

cors_allowed_origins = [
"https://test.agdr.org.nz",
"https://fef.test.agdr.org.nz",

traces = [otelcol.processor.batch.default.input]

}
}

extra _log labels = {

otelcol.processor.batch "default" {

output { service = "gen3-portal”,
traces = [otelcol.exporter.otlphttp.signoz.input] ) cluster = "agdr-test-helm”,
} J output {
logs = [loki.write.default.receiver]
traces = [otelcol.processor.batch.default. input]
otelcol.exporter.otlphttp "signoz" { }

}

client {
endpoint = "https://otlp.dev.drai.auckland.ac.nz"
headers = {
"Authorization" = "Bearer " +
env("SIGNOZ_OTLP_BEARER_TOKEN"),

}
}

}

Waipapa Taumata Rau, University of Auckland 2 September 2026



Portal update to enable Faro RUM & Tracing

Fix Faro connect-src CSP violation

Fixed a naming mismatch between webpack.config.js (connectSrc) and src/index.ejs (connect src) that
silently dropped all dynamically-configured CSP origins (Faro, Workspace, WTS, Manifest Service,
iframe apps, etc.) from connect-src/frame-src.

This fix enables passing grafanaFaroConfig.grafanaFaroUrl into the portal image build, resolving the
runtime Content Security Policy (CSP) issue.

Enable Faro tracing instrumentation

Added @grafana/faro-web-tracing as a dependency and new Tracinglnstrumentation() to

the instrumentations array in src/index.jsx, alongside the existing web/React instrumentations.
getWeblInstrumentations() (the default Faro instrumentation bundle) only covers
Console/Errors/WebVitals/Session/View — it does not include tracing. The portal's Faro setup

in src/index.jsx was never sending trace/span data, only logs and errors, even though grafanaFaroConfig was
fully configured and Alloy's faro.receiver was reachable.




“Microservice Deployment Changes for OpenTelemetry Tracing

This is an experiment on how to enable OTel tracing for gen3 microservices:
Patch OTel instrumentation to some of the deployments

* fence-deployment

* sheepdog-deployment
* Indexd-deployment

* guppy-deployment

No image rebuild: an initContainer pip-installs the OTel auto-instrumentation packages into a shared
emptyDir using fence's OWN image (quay.io/cdis/fence:2026.06).

so the C-extension deps (wrapt) match fence's Python ABI, and "opentelemetry-*" instrumentation
packages are picked against the same versions of Flask/SQLAIchemy/requests/boto3 fence actually has
installed. The main container then just gets PYTHONPATH pointed at that directory (in front of the
existing /var/www/fence) and a handful of OTEL * env.




Application monitoring : Gen3 Portal RUM Dashboard

6 [El UoA-DRAI-Inn + b x Dashboards > AGDR > Application > AGDR — Gen3 Portal RUM ( Grafana Faro ) % Q Search... ctri+k | + v ® a
@ Home Loki datasource | agdr-flexi-test-loki ~ | | Environment O | .* + | | Vitals window @ | Th ~ « @ Last24hours v » @ & Refresh Im+v o ~+ 2 Edit
[] Bookmarks v
¥y Starred v Total RUM signals © Sessions () JS exceptions (D Page / view changes (O 3]
88 Dashboards ~ =
Playlists 59 5 1 2 8 O
Snapshots -

Library panels

Shared dashboards Signals by kind  ® Events by name (
Recently deleted 125
- 100
® Explore 100
75
&, Drilldown v 75
50
£ Alerting ~ 50
Alert rules =
25 \ |
: : () duin
Notification configuration . | | 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Silences 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 == faro.performance.navigation == faro.performance.resource == faro.tracing.fetch == route_change == session_extend == session_resume
= gvent == exception == measurement session_start
Active notifications
Settings Core Web Vitals — p75 (ms) Layout stability — CLS p75
@ Connections A
Name Last * Max
6s
Add new connection - LCP 6s 6s CLS p75
S5s
Data sources - FCP 6s 6s
a == TTFI 1 1
& Administration ~ * SRS o s o
- INP 88ms 336ms
General ~ -
= FID 3ms 28 ms
Default preferences 2s
e— |
Provisioning 1s —
— e —— -
Plugins and data v Oms e L
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Users and access ~
P Top pages by signal volume (O Browser type (& OStype @
Teams https://test.agdr.org.nz/ 156 == Chrome = Windows 10
== Firef = Mac 0S 10.15.7
Service accounts https://test.agdr.org.nz/DD iretox =
= Edge
https://test.agdr.org.nz/NZ-00040 =
https://test.agdr.org.nz/discovery 150
https://test.agdr.org.nz/discovery/NZ-00024
https://test.agdr.org.nz/discovery/NZ-00081
%20 ing%22,%2 R Ds%22:%58%5D%7D
https://test.agdr.org.nz/explorer
hitps://test.agdr.org.nz/fidentity
https://test.agdr.org.nz/login
160 18(

v Sessions, users and client breakdown



Application monitoring : Gen3 Portal RUM Dashboard

v Sessions, users and client breakdown

Active User list (session-based — see description) URL-user list (session-based — see description)

Faro User Sessions

Faro Average Session Duration i...

s path Browser 0s Session ID Page URL Session ID

test.agdr.org.nz Chrome Mac 0S 10.15.7 2uYkgTPUvy https://test.agdr.org.nz/ 2uYkgTPUvy 22

test.agdr.org.nz Chrome Mac 0S 10.15.7 NXjC7qqWhw https://test.agdr.org.nz/ 33C304QBdh

test.agdr.org.nz Chrome Mac 0S 10.15.7 Ri8zWoPGks https://test.agdr.org.nz/ FSxtWpwg4y 3

90 min

test.agdr.org.nz Chrome Windows 10 33C304QBdh https://test.agdr.org.nz/ KfN2pFKsDu 16

test.agdr.org.nz Chrome Windows 10 FSxtWpwg4y https://test.agdr.org.nz/ NXjC7qqWhwW 20

test.agdr.org.nz Chrome Windows 10 KfN2pFKsDu https://test.agdr.org.nz/ Ri8zWoPGks 1

o
20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00

== - e —— https://test.agdr.org.nz/ bcunbRtNbe 23

v Raw signals and errors

Recent JS exceptions

202 y UNK timestamp="2026-09-02 03:46:55.881 +8000 UTC" kind=exception type=Error value="console.error: Could not find data with U
ID NZ-80024." stacktrace="Error: console.error: Could not find data with UID NZ-88824.\n at o.b.filter.forEach.console.<computed> [as error] (https://
test.agdr.org.nz/vendors~bundle. js?f29796c54f3098bca8ea:402:1049216)\n at ? (https://test.agdr.org.nz/bundle.js?f29796c54f3098bca8ea:1:66813)\n at ic
(https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bca8ea:418:83209)\n at vs (https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bca8ea:4
18:102288)\n at t.unstable_runWithPriority (https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bcaB8ea:426:3844)\n at Vi (https://test.agdr.org.
nz/vendors~bundle. js?f29796c54f3098bcaB8ea:418:45024)\n at ms (https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bca8ea:418:102047)\n at Xc (ht
tps://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bcaB8ea:418:93596)\n at ? (https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bca8ea:418:4
5315)\n at t.unstable_runWithPriority (https://test.agdr.org.nz/vendors~bundle.js?f29796c54f3098bca8ea:426:3844)" hash=3935945027526533229 sdk_version
=1.19.0 app_name=portal app_namespace=AGDR-TEST app_version=test-7.2.6-2026.02 app_environment=test.agdr.org.nz session_id=ebh8GKFLu® page_url=https://
test.agdr.org.nz/discovery/NZ-080024 browser_name=Chrome browser_version=152.0.0.0 browser_os="Windows 10" browser_mobile=false browser_userAgent="Mozil
la/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/152.0.8.8 Safari/537.36" browser_language=en-US browser_viewportWidt
h=2560 browser_viewportHeight=945

Recent RUM signals (raw)

y UNK timestamp="2026-09-02 07:14:30.407 +0000 UTC" kind=event event_name=faro.tracing.fetch event_domain=browser event_data_c
omponent=fetch event_data_duration_ns=138000128 event_data_http.host=www.google-analytics.com event_data_http.method= event_data_http.response_cont
ent_length=0 event_data_http.scheme=https event_data_http.status_code=0 event_data_http.url="https://www.google-analytics.com/g/collect?v=2&tid=G-804XW
K8649&gtm=45je6910h2v91695845372a2002d9169584537&_p=1788333251202&gcd=131313131111&npa=0&dma=0&_eu=AEAAAAQ&ae=a&cid=521305804.1761691768&f rm=0&ngs=1&ps
cdl=noapi&rcb=19&sr=2560x1080&uaa=x86&uab=64&uafvli=Chromium%3B152.0.7977.65%7CNot%253FA_Brand%3B24.0.0.0%7CMicrosoft%2520Edge%3B152.0.4191.53&uam=&uamb
=0&uap=Windows&uapv=15.0.0&uaw=0&ul=en-us&_s=8&tag_exp=115616985~115938466~115938468~118012009~118897920~118897930~120213116~120385423~120469145~120469
153~120474863&d1=https%3A%2F%2Ftest.agdr.org.nz%2Fexplorer&dr=https%3A%2F%2Ftest.agdr.org.nz%2FDD&sid=1788333251&sct=73&seg=1&dt=Aotearoa%26Genomic%26D
ata%20Repository&en=page_view& et=985&tfd=24548" event_data_http.user_agent="Mozilla/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/152.0.0.0 Safari/537.36 Edg/152.0.8.8" event_data_session.id=bcunbRtNbe event_data_session_id=bcunbRtNbe traceID=85ac88cb91caddd78dc69b7e
62b3cecf spanID=2599cda14dbd6d43 sdk_version=1.19.0 app_name=portal app_namespace=AGDR-TEST app_version=test-7.2.6-2026.02 app_environment=test.agdr.or
g.nz session_id=bcunbRtNbe page_url=https://test.agdr.org.nz/explorer browser_name=Edge browser_version=152.0.0.0 browser_os="Windows 10" browser_mobil
e=false browser_userAgent="Mozilla/5.0 (W1ndows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/152.0.0.0 Safari/537.36 Edg/152.0.0. 2 September 2026
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Tracing (Signoz OSS) — list

@ (@ Explorer 7 Funnels W Views

@ 2 r o— ® 6h UTC + 12:00 o ]
~ f= C+1200 v Q v Run A d
Y Filters for A £ e % @ UistView DNERBVERE & Time Series 88 Table Last 6 hours i > Query
£
v Duration v ® A Enter your filter query (e.g 1tip.status_code >= 500 AND service.name = 'fronte ) ® in AllSpans A
[=]=]
[=1=}
MIN ms
=] + A Add Trace Matching (B8ta
MAX ms
&2
2 [ ] This tab only shows Root Spans. More details 10 / page
& v Deployment Environment Root Service Name Root Operation Name Root Duration (in ms) No of Spans TracelD
portal HTTP POST 134.00ms 1
¥ production
¥ test portal HTTP POST 134.00ms 1
¥ test.agdr.org.nz
portal HTTP POST 133.00ms 1
> Has Error (Status)
portal HTTP GET 117.00ms 1
> Service Name
> Name gen3-fence GET /login/keycloak 114.86ms 4
> Rpc Method portal HTTP GET 108.00ms L
> Response Status Code
gen3-indexd GET /<path:record> 96.97ms 27
> Http Host
portal HTTP GET 90.00ms 1
> Http Method
> Http Route portal HTTP GET 82.00ms 2
> Http Url portal HTTP GET 81.00ms L
> Traceld
=]

Waipapa Taumata Rau, University of Auckland 2 September 2026



Tracing(Signoz OSS) — OTLP data from gen3 microservice

€ Trace ID b698ff9d87f8e2b7adal7c7035a74b% a

& % Q Search... Highlight errors @
& & gen3-fence GET /login/keycloak/login ® 158 ms (3 01Sep 2026, 19:02:45
Le v Flame Graph = Spans:15 A Errors: 0 Span details 2 B O X
88
Span name GET /login/keycloak/login
8 ® 158.11ms — 100.07% of total exec time [& 19:02:45 — Sep 1, 2026
& 0 linked spans
2
| A SERVICE STATUS CODE
® gen3-fence Unset
&
TRACE ID SPAN KIND
b698ff9d87f8e2b7ada17c7035a74b%e Server
(] Overview & Events (0) = Logs
v Waterfall Pretty v ©
. Search for a field...
v 15 e GET /login/keycloak/login 3-fence : PRSI 22 3
http.flavor: "1.0"
® GET gen3-fence Ll m http.host: "test.agdr.org.nz"
® connect . http.method: "GET"
® SELECT fence_db ren3-f . http.route: "/login/keycloak/login"
http.scheme: "https"
o SELECT |
http.server_name: "0.0.0.0"
® UPDATE fence_db . http.status_code: 302
o UPDATE . http.target: "/login/keycloak/login?state=0XXNoAFv4bWd4i3jWk
. jpbb@GUGGL1z&session_state=2079ae79-932e-4202-8
® connect e6b-27£173e3979081 ss=https%3A%2F¥%2Flogin. test.a
e SELECT fence_db 3-fence . gdr.org.nz¥2Frealms%2Fagdr&code=5b485d82-ded8-4
35f-84f4-772703c60b8d . 2079ae79-932e-4202-8e6b-2
® SELECT [ 7£173e39790 . 724610 fe - 3488 -4325-2087-5b0a66409¢ f
e SELECT fence_db [ | 4%
T . http.user_agent: "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
® SELECT gend AppleWebKit/537.36 (KHTML, like Gecko) Chro
5 ® SELECT fence.db qen3-f [ | me/151.0.0.0 Safari/537.36"
net.host.name: "test.agdr.org.nz"
® SELECT o . g g
Q net.host.port: 8000




Trace(Signoz OSS) — OTLP data from gen3 microservice

@ (FREE] v0.128.0 «
¢} Home
L2 Alerts

oo Dashboards

<%

SHORTCUTS

Services

Logs

> @ O

Traces

&

Infrastructure

+ MORE

f=]

Uo Metrics

Exceptions

External APIs -

Cost Meter

B8

(3

Messaging Queues

0n

Service Map

[ Help & Support

¥ Settings

f9d87f8e2b7adal7c7035a74b%e

jin/keycloak/login © 158 ms

f8 01Sep 2026, 19:02:45

= Spans:15 A Errors: 0

GET /login/keycloak/login 15811 ms

sloak/login  gen3-fence

T
¥
T

| & % Q Search... Highlight errors @
Span details =2 8 O X
Span name POST
® 35.2 ms — 22.28% of total exec time 3 19:02:45 — Sep 1, 2026
& 0 linked spans
SERVICE STATUS CODE
® gen3-fence Unset
TRACE ID SPAN KIND
b698Id87Be2b7ada17c7035a74b%e Client
(] Overview & Events (0) = Logs
Pretty v D

Search for a field...

v attributes:
http.method: "POST"
http.status_code: 200

http.url: "https://login.test.agdr.org.nz/realms/agdr/protoc
o0l/openid-connect/token"

user_agent.original: "python-requests/2.34.2"

duration_nano: 35200942

events:

flags: 256

has_error: false

is_remote: "no"

kind_string: "Client"

name: "POST"

parent_span_id: "d187105ef815744a"

v Iesource:

cluster: "agdr-test-helm"
deployment.environment: "test"
service.instance.id: "ff27a94e-118c-4552-aab5-987afccaleda”

service.name: "gen3-fence"



Trace(Signoz OSS) — OTLP data from gen3 microservice

¢ Trace ID b698ff9d87f8e2b7adal7c7035a74b9%e

fia

oo
0o

» @ O

&

& gen3-fence

v Flame Graph
|

GET /login/keycloak/login 158.11ms

POST 35.2ms

v Waterfall

v 15 e GET /login/keycloak/login

® POST gen3-fence 200
® GET gen3-fence 200
® connect gen3-fence

® SELECT fence_db gen3-fence
® SELECT gen3-fence
® UPDATE fence_db gen3-fence
® UPDATE gen3-fence
e connect gen3-fence
® SELECT fence_db gen3-fence
® SELECT gen3-fence
® SELECT fence_db gen3-fence
® SELECT gen3-fence
® SELECT fence_db gen3-fence
® SELECT gen3-fence

GET /login/keycloak/login ® 158 ms [3 01Sep 2026, 19:02:45

GET /login/keycloak/login 15811 ms

POST 35.20 ms

= Spans: 15 A Errors: 0

) < % Q Search... Highlight errors @
Span details 2 B8 0O X
Span name GET
® 13.2 ms — 8.36% of total exec time (3 19:02:45 — Sep 1, 2026
& 0 linked spans
SERVICE STATUS CODE
® gen3-fence Unset
TRACE ID SPAN KIND
b698Id87fBe2b7ada17c7035a74b% Client
(] Overview & Events (0) = Logs
Pretty v D

Search for a field...

v attributes:
http.method: "GET"
http.status_code: 200

http.url: "https://login.test.agdr.org.nz/realms/agdr/protoc
o0l/openid-connect/certs"

user_agent.original: "python-requests/2.34.2"
duration_nano: 13202194
events:
flags: 256
has_error: false
is_remote: "no"
kind_string: "Client"
name: "GET"
parent_span_id: "d187105ef815744a"
v resource:

cluster: "agdr-test-helm"
deployment.environment: "test"
service.instance.id: "ff27a94e-118c-4552-aab5-987afccaleda"

service.name: "gen3-fence"



Trace(Signoz OSS) — OTLP data from gen3 microservice

® € Trace ID b698ff9d87f8e2b7adal7c7035a74b%e ) () % Q Search... Highlight errors @

0] 8 gen3-fence GET /login/keycloak/login ® 158 ms G 01Sep 2026, 19:02:45 02

Le v Flame Graph = Spans: 15 /A Errors: 0 Span details 2 8 O X
Span name SELECT p99 0.63ms v

a GET /login/keycloak/login 158.1Ims
- SELECT fence_db  0.74ms m

a { SELECT  0.63ms | UPDATE... 0.51ms

A

0.63 ms — 0.40% of total exec time {3 19:02:45 — Sep 1, 2026
2 0 linked spans

2 O

SERVICE STATUS CODE
® gen3-fence Unset
&
TRACE ID SPAN KIND
b6989Id87fBe2b7ada17c7035a74b%e Client
[ Overview & Events (0) = Logs
v Waterfall Pretty v )
- Search for a field...
v 15 e GET [login/keycloak/login gen3-fence 02 GET /login/keycloak/login 15811 ms
® POST gen3-fence 200 POST 35.20 ms v attributes:
) db.name: "fence_db"
® GET gen3-fence sl m db.statement: "SELECT "User".id AS "User_id", "User".usernam
slconnectilgenasence [ | e AS "User_username", "User".id_from_idp AS "U
ser_id_from_idp", "User".display_name AS "User
® SELECT fence_db gen3-fence . _display_name", "User".phone_number AS "User_p
® SELECT gen3-fence hone_number", "User".email AS "User_email", "U
- ser". _last_auth AS "User__last_auth", "User".i
® UPDATE fence_db geni-fence . dp_id AS "User_idp_id", "User".google_proxy_gr
® UPDATE qen3-fence . oup_id AS "User_google_proxy_group_id", "Use
R r".department_id AS "User_department_id", "Use
® connect gen3-fence . r".active AS "User_active", "User".is_admin AS
"User_is_admin®, "User".additional_info AS "Us
Y gen3-fence
SELEEA ) e O er_additional_info" FROM "User" WHERE lower("U
® SELECT gen3-fence . ser".username) = %(lower_1)s LIMIT %(param_1)
st
® SELECT fence_.db gen3-fence [ |
db.system: "postgresql"
® SELECT gen3-fence O db.user: "fence_user”
E’ ® SELECT fence_db gen3-fence . net.peer.name: "postgres-postgresql.postgres.svc.cluster.loc
al!l
® SELECT gen3-fence B
G net.peer.port: 5432

duration nann: 632402



Trace — RUM Data from Faro SDK of user browser

> @ [ 88

&

€

8 portal

Trace ID f814a461a9cf52227a04al14a12fble2c

HTTP GET © 1.68s B 02 Sep 2026, 15:52:18 200

v Flame Graph

® SELECT fence_db
e SELECT
® UPDATE fence_db
® UPDATE
® connect
® SELECT fence_db
® SELECT
® connect
® SELECT fence_db
® SELECT
® SELECT fence_db
e SELECT
® SELECT fence_db
® SELECT

| HTTP GET 649ms 1
v Waterfall
v 226 e HTTP GET 200 | HTTPGET
v 225 e GET Juser/ 3 200

= Spans: 226 A Errors: 0

) ) 3 Q Search... Highlight errors
Span details 2 B8 O
Span name HTTP GET 649 m

® 649 ms — 38.65% of total exec time (& 15:52:18 — Sep 2, 202
& 0 linked spans

SERVICE STATUS CODE
® portal Unset
TRACE ID SPAN KIND
1814a461a9cf52227a04a14a12ble2c Client
(] Overview & Events (0) = Logs

Search for a field...

TelemetTIy.SaK.version: “"£.11.90"

user_agent.original: "Mozilla/5.0 (Windows NT 1
0.0; Win64; x64) AppleWebK
it/537.36 (KHTML, like Gec
ko) Chrome/152.0.0.0 Safar
i/537.36"

span_id: "3d@0fb656bb6c6505"

time_unix: 1788321138283

trace_id: "f814a461a9cf52227a04aldai2fbie2c"

trace_state: "'

v references:

v 0:
traceld: "f814a461a9cf52227a04al4ai2fble2c”
refType: "CHILD_OF"

external_http_method: "GET"

external_http_url: "test.agdr.org.nz"
http_host: "test.agdr.org.nz"

http_method: "GET"

http_url: "https://test.agdr.org.nz/user/user/"
response_status_code: "200"

status_code_string: "Unset"

timestamp: 1788321138283



Trace — RUM Data from Faro SDK of user browser

T 2 @

» @ D &

&

3 Trace ID f814a461a9cf52227a04a14a12fble2c

8 portal HTTP GET © 1.68s [3 02 Sep 2026, 15:52:18

v Flame Graph

v Waterfall

v 226 e HTTP GET

v 225 e GET Juser/
® SELECT fence_db
e SELECT
® UPDATE fence_db
® UPDATE
® connect
® SELECT fence_db
e SELECT
® connect
® SELECT fence_db
® SELECT
® SELECT fence_db
® SELECT
® SELECT fence_db
® SELECT

200

200

200

= Spans: 226 /A Errors: 0

HTTP GET 649 ms

Waipapa Taumata Rau, University of Auckland

o © o Q Search... Highlight errors @

Span details ® B8 0O x

Span name GET /user/ 166.33 ms v

® 166.33 ms — 9.91% of total exec time & 15:52:19 — Sep 2, 2026
& 0 linked spans

SERVICE STATUS CODE
® gen3-fence Unset
TRACE ID SPAN KIND
814a461a9cf52227a04a14a12fb1e2c Server
(] Overview & Events (0) = Logs

Search for a field...

87afccaleda"
service.name: "gen3-fence"
service.namespace: "agdr-test-helm"
telemetry.auto.version: "0.65b0"
telemetry.sdk.language: "python"
telemetry.sdk.name: "opentelemetry"”
telemetry.sdk.version: "1.44.0"
span_id: "7¢9d50a580ed2894"
time_unix: 1788321139796
trace_id: "f814a461a9cf52227a04ald4a12fble2c"
trace_state: "'
v references:
v O:
traceld: "f814a461a9cf52227a04al4ai2fblie2c”
spanld: "3d0fb656bb6c6505"
refType: "CHILD_OF"
http_host: "test.agdr.org.nz"
http_method: "GET"
response_status_code: "200"
status_code_string: "Unset"

timestamp: 1788321139796

2 September 2026



Trace — RUM Data from Faro SDK of user browser

@ ¢ Trace ID f814a461a9cf52227a04al4a12fble2c a © % Q Search... Highlight errors @
1G] 8 portal HTTP GET ® 1.68s [ 02 Sep 2026, 15:52:18 200
Le v Flame Graph = Spans: 226 A Errors: 0~ Span details @ B 0O X
88 52 52 2 2 52 2 2
Span name SELECT fence_db p40 0.39ms v
8 ® 0.39 ms — 0.02% of total exec time {3 15:52:19 — Sep 2, 2026
& 0 linked spans
& UP. 38ms P
2 SERVICE STATUS CODE
® gen3-fence Unset
&
TRACE ID SPAN KIND
1814a461a9cf52227a04a14a12Mb1e2c Client
(] Overview & Events (0) = Logs
v Waterfall Pretty v D
Search for a field...
v 226 e HTTPGET portz 200
v 225 ® GET Juser/ e 200 m v attributes:
db.name: "fence_db"
© SELECT fence_db  gen3-fence db.operation: "SELECT fence_db"
o SELECT gen3-fence . db.statement: "SELECT "User".id AS "User_id",
"User".username AS "User_usernam
® UPDATE fence db eSS . e", "User".id_from_idp AS "User_i
e UPDATE gen3-fence . d_from_idp", "User".display_name
. . . AS "User_display_name", "Usexr".ph
© connect bl one_number AS "User_phone_numbe
® SELECT fence_db gen3-fence . r", "User".email AS "User_email",
"User"._ last_auth AS "User__last_
® SELECT gen3-fence . auth", "User".idp_id AS "User_idp
® connect gen3-fence . _id", "User".google_proxy_group_i
d AS "User_google_proxy_group_i
® SELECT fence_db gen3-fence . d", "User".department_id AS "User
® SELECT gen3-fence . _department_id", "User".active AS
S "User_active", "User".is_admin AS
® SELECT fence_db gen3-fence . "User_is_admin®, "User".additiona
1_info AS "User_additional_info"
=] e O FROM "User" WHERE lower("User".us
® SELECT fence_db gen3-fence . ername) = %(lower_1)s LIMIT %(par
am_1)s"
& e SELECT gen3-fence [ | P
— :

g
q
9
9
{
q
b



Application monitor: User Login Dashboard

6 [ UoA-DRAI-Inn v

(@ Home
[l Bookmarks
vy Starred
88 Dashboards
Playlists
Snapshots
Library panels
Shared dashboards
Recently deleted
@ Explore
8, Drilldown
& Alerting
Alert rules
Notification configuration
Silences
Active notifications
Settings
@® Connections
Add new connection
Data sources
{ Administration
General
Default preferences
Provisioning
Plugins and data
Users and access
Users
Teams

Service accounts

0 x Dashboards > Gen3 - User Logins (fence) vy

Data source = agdr-flexi-test-kubernetes ~

Identity provider All x X v

Logins (selected range) ©

80

Logins over time, by identity provider ©

3

logins

0

27th 00:00 28th 00:00 29th 00:00

®

Logins per user (selected range)

A User

chenruinz@gmail.com
cwil201@aucklanduni.ac.nz
rche591@aucklanduni.ac.nz

rui.chen@auckland.ac.nz

TOTAL

Logs data source

Users who logged in (selected range)

30th 00:00

agdr-flexi-test-loki ~

4

31st 00:00

Namespace (9

1st 00:00

« @ lLast7days v » Q O

Q Search...

Fence scrape targetsup ©

Refresh

Logins by identity provider

== keycloak

-~

2026-09-02 16:18:47

2026-09-02 16:13:47

2026-09-02 16:08:47

2026-09-02 16:02:47

2026-09-02 15:57:47

ANNE NN NN AC.C 4.70

All x X v
Logins (last 24h) ©
Name Total
== keycloak 12
2nd 00:00
User login records (newest first) ©
Value #A Time ¢ Time ¢
6 2026-09-02 16:18:47
6 2026-09-02 16:13:47
45 2026-09-02 16:08:47
23 2026-09-02 16:02:47
2026-09-02 15:57:47
COUNT 80

User

rche591@aucklanduni.ac.nz
rche591@aucklanduni.ac.nz
rche591@aucklanduni.ac.nz
rche591@aucklanduni.ac.nz

rche591@aucklanduni.ac.nz

eabhAaCOIA A aldandint an n=

VVdipdpd 1dullidid NdU, UIIIVETSILY Ul AULNGTHU

12
fenceid | Client IP U
15 122.57.91.
15 122.57.91.
15 122.57.91.
15 122.57.91.
15 122.57.91.

ann c7 04

2 oTpEinivel cusy



6 il UoA-DRAI-Inn v

@ Hom

]

[l Bookmarks
vy Starred

88 Dashboards

Shared dashboards

Recently deleted

&

(?) Explore

8, Drilldown

£ Alerting

Alert rules

Notification configuration
Silences

Active notification

7

Settings

&

@ Connections
Add new connection

Data

0

ources

{ Administration

D

Genera

(
@

Default preferences
Provisioning
Plugins and data

Users and access

Dashboards

Create and manage dashboards to visualize your data

v Starred

Name

v [ Application
88 AGDR - User Logins (fence)
88 AGDR — Gen3 Portal RUM (Grafana Faro)
v [® gen3-origin
83 AGDR Production - Portal Traffic Stats
88 AGDR Test - Downloads, Requests, and Logins
88 AGDR-Test - Portal Traffic Stats
v B log
88 AGDR Production - Log Dashboard
88 AGDR Test - Log Dashboard
v B trivy
88 AGDR-Production - Trivy Operator Dashboard
88 AGDR-Test - Trivy Operator - Vulnerabilities
88 AGDR-Test - Trivy Operator Dashboard
v [ Global HTTP Check
88 SSL Certificate Monitor

v [ Global K8S Metric

[+]s]
oo

K8s / Storage / Volumes / Cluster

oo

2 Kubernetes / Views / Global
88 Kubernetes / Views / Pods

v [ Rakeiora

Created by me

Q Se r v Q)
Recently deleted New v
O Sort

Tags

agdr auth | fence gen3

agdr faro gen3 portal rum

AGDR Prod Traffic
AGDR APP Test
AGDR Test | Traffic

AGDR Loki Prod logging
AGDR Loki Test logging
‘exposed secrets i figurati rity security scanning trivy trivy operator vulner

Addons Prometheus Trivy Trivy-operator

exposed secrets misconfiguration  security security scanning trivy trivy operator vulner

cert health | http

k8s openshift | storage

Kubermmetes Metric Prometheus

Kubermmetes Metric Prometheus




Certificate & Connection Monitoring

Instance

https://login.rakeiora.ac.nz
https://browse.rakeiora.ac.nz
https://internaldata.agdr.org.nz
https://internaltest.agdr.org.nz
https://login.dev.rakeiora.ac.nz
https://browse.dev.rakeiora.ac.nz
https://rakeiora.ac.nz
https://test.agdr.org.nz

https://data.agdr.org.nz

Certificate expires in

2 weeks, 1day, 17 hours
3 weeks, 2 days, 17 hours
1 month, 0 weeks, 1day
1month, 0 weeks, 1day
2 months, 1 week, 2 days
2 months, 3 weeks, 2 days
2 months, 3 weeks, 4 days
10 months, 1 week, 4 days
11 months, 0 weeks, 3 days

HTTP Response

0.0135

0.00593

0.0370

0.00529

2.01

0.00565

0.00904

0.0439

0.00592

Resolve Time

This dashboard use the data from Prometheus blackbox

Connect Time
'

0.0140

0.00544

0.00324

0.00522

0.0139

0.00518

0.00399

0.0345

0.0355

TLS Time

0.00645

0.00246

0.00216

0.00191

0.0120

0.00187

0.000737

0.133

0.0641

Processing Time

Waipapa Taumata Rau, University of Auckland

Transfer Time

0.0000895

0.000M8

0.000183

0.000159

0.000107

0.000147

0.000M2

0.000200

0.000125

2 September 2026



“Dashboard — K8s cluster global monitoring (global, ns, node)

datasource agdr_ﬂexi.prod.kubemetes cluster agdr‘prod‘felxi-helm resolution 30s job kubernetes-service-endpoints x terraform (] oncall (] @ Last1hour + @ C Refresh 30s v

v Overview

Global CPU Usage

Real

Requests

i
Limits
UULHL
CPU Usage

Real Requests

0O 319

v Resources

Cluster CPU Utilization

110%
1.05%

1.00%

0.90%

17:25

17:30

17:35

\

\

17:45

Global RAM Usage

Real

Requests

I
Limits

RAM Usage

Requests

40.6 GiB

17:50 17:55 18:00

18:05

18:10

Kubernetes Resource Count

Name

== Running Containers

6

Namespaces

15

== Running Pods
Secrets
== Configmaps
== Services
«= Endpoints
Nodes
== Persistent Volume Claims

Ingresses

Running Pods

/6 =

17:20

Cluster Memory Utilization
1214%
1212%

121%

12.08% /\/\/\

12.06%

MEMORY

17:20 17:25

17:30

17:30

17:40

P\ A WA A A

17:35

17:50

17:40

18:00

18:10

17:45

17:50 17:55 18:00

18:05

18:10

18:15

Waipapa Taumata Rau, University of Auckland

2 September 2026



“Dashboard — K8s cluster pod monitoring (pod, container

datasource agdr-flexi-test-kubernetes cluster agdr-test-felxi-helm

terraform (] oncall (]
v Resources

Total pod CPU Request... Total pod CPU Limits u...

CPU Usage / Requests & Limits by container

100%
80%

60%

Percent

40%

17:30

CPU Usage by container

0.0006

0.0005

'PU Cores

indexd

namespace

Total pod RAM Request...

agdr-test-helm

Total pod RAM Limits u...

. 12.07%

arborist REQUESTS

fence REQUESTS

guppy REQUESTS

indexd REQUESTS
manifestservice REQUESTS
metadata REQUESTS

peregrine REQUESTS

portal REQUESTS
presigned-url-fence REQUESTS

0.0004 0.0005 0.0005

resolution 30s job

Resources by container

Container CPU Requests

arborist 0.4000
fence 0.4000
gen3-spark 3.0000
guppy 0.6000
indexd 0.3000

manifestservice 0.2000

Memory Usage / Requests & Limits by container

100%

kubernetes-service-endpoints x

CPU Limits

0.8000

0.8000

48.79 MiB

m.93 MiB

58.55 MiB

Memory Used

19.00 MiB

225.24 MiB

® Lastlhour v @ ) Refresh 30s v

Memory Requests Memory Limits

256.00 MiB 512.00 MiB

512.00 MiB 1.00 GiB

6.00 GiB

2.00GiB 4.00 GiB

256.00 MiB 512.00 MiB

128.00 MiB 512.00 MiB

arborist REQUESTS
fence REQUESTS
guppy REQUESTS
indexd REQUESTS

manifestservice REQUESTS

metadata REQUESTS

17:30 17:40

Memory Usage by container

1.25 GiB

1.00 GiB

768.00 MiB

Bytes

arborist
esproxy
fence
guppy

indexd

VVdipdpd 1dullidid RdU, UIIIVETSILY Ul AULKIATHU

peregrine REQUESTS
portal REQUESTS
presigned-url-fence REQUESTS

18.88 MiB 1913 MiB 18.99 MiB

1.24 GiB 1.24 GiB 1.24 GiB

225.24 MiB  225.25MiB 225.24 MiB
47.94 MiB 48.87 MiB 48.45 MiB

MIO3MIB  112.20 MiB 111.95 MiB

2 september 2026



Dashboard — logs

Namespace agdr-prod ~ Pod All ~ Stream All - Search (case insensitive) ! @ Last 30 minutes v @Q C Refresh 1m v
Total Count of logs © Total Count: of ©

294k ' , ' 2.94
Livelogs ©

| >

2025-089-21 18:53:32.3086 INFO [sglalchemy.engine.Engine] COMMIT

2025-089-21 18:53:32.385 INFO [sglalchemy.engine.Engine] [cached since 4.63e+85s ago] {}
2025-089-21 18:53:32.385 INFO [sglalchemy.engine.Engine] SELECT 1

2025-089-21 18:53:32.3085 INFO [sglalchemy.engine.Engine] BEGIN (implicit)

v v v

]) 2025-089-21 18:53:32.181 10.1.0.211 - - [21/Sep/2025:06:53:32 +80088] "GET /health HTTP/1.1" 280 9 "" "kube-probe/1.31"

|> 2025-89-21 18:53:28.226 {"gen3log”: "nginx", “"date_access": "2025-89-21706:53:28+080:00", "user_id": "-", "request_id": "-", "session_id": "-", "visitor_id": "-", "network_client_ip": "-", "network_bytes_write": 2482, “"http_response_time"
|> 2025-09-21 18:53:28.226 10.1.0.232 - - [21/Sep/2025:06:53:28 +8000] “"GET / HTTP/1.1" 208 2482 "-" "kube-probe/1.31" "-"

|> 2025-09-21 18:53:23.177 [2025-89-21 86:53:23,177][uvicorn.access]| INFO] 10.1.8.211:8 - "GET /_status HTTP/1.8" 208

|> 2025-89-21 18:53:22.476 10.1.8.172 - - [21/Sep/20825:06:53:22 +0880] "GET /_status?timeout=2 HTTP/1.1" 208 7 "-" "kube-probe/1.31" "-"

2025-089-21 18:53:22.388 INFO [sglalchemy.engine.Engine] COMMIT

2825-89-21 18:53:22.388 INFO [sglalchemy.engine.Engine] [cached since 4.63e+85s ago] {}
2025-089-21 18:53:22.388 INFO [sglalchemy.engine.Engine] SELECT 1

2025-089-21 18:53:22.3088 INFO [sglalchemy.engine.Engine] BEGIN (implicit)

2025-089-21 18:53:22.3087 INFO [sglalchemy.engine.Engine] COMMIT

v v v v v

Total count of stderr / stdout pie Matched word: "" donut "" Percentage for specified time

- {} e {pod="indexd-deployment-745cfbbc97-jx5zv"}
{pod="portal-deployment-7c997cd4bc-5t2gd"}
== {pod="arborist-deployment-589d7879d7-ribcj"}
e {pod="metadata-deployment-76df59d65f-tdS5qb"}
- {pod="peregrine-deployment-5f48bc6579-kskhz"}
== {pod="revproxy-deployment-7f489f6655-z6r9t"}

100%

Waipapa Taumata Rau, University of Auckland 2 September 2026



Alerts

Search View as

O Grouped List \+ State

34 rules 1firing | 33 normal

Grafana-managed ¢ Export rules
> [ AGDR > cluster-instance-status 4normal | ®10m | Z 1 &
> [ AGDR > cluster-resource-usage 10 normal | @5m | Z 1 &
v [ AGDR > Gen3 App Alerts dnormal| | @5m | 2 1 &

State Name Health S iry Next evaluatio ctions
> Normal 7‘ - A R B A e s K 9 utes ® Y More v
> Normal AGDR-Prod-HTTP 500 errors detected n 2 minutes ® V4 More v
> Normal \GDR 1-Http status e 431 k ® V4 More v
> Normal AGDR-Prod-Indexd is getting an excessive amount of traffic ok n 2 minutes ® V4 More v
v (& Alerts > hitp & certification check 1firing | 3 normal @s5m | 2 1 &
State lame Health S : ext evalua \ctio
> Normal tty eck(agd k eck website htty ect 3 ute ® V4 More v
> Normal cert-check(agdr) Ok check website certificate expire time n a minute ® V4 More v
> Firing for 5d 33 cert-check (rakeira Dk check website certificate expire time ite ® 74 More v
> Normal http-check(rakeiora ok check website http connection n a minute @ V4 More v

Waipapa Taumata Rau, University of Auckland 2 September 2026



0o
)€

Alerting

Alert rules

X Alerting > Ale
v Ru
~ La S

Fo
Eva
~ All
A Dat
PN
v
No
Typ
All

v

v

v

{5 Grafana-managed

O AGDR

v Gen3 App Alerts

© AGDR-Prod-Nginx is logging excessive " limiting requests, excess"

. agdr-flexi-prod-loki

© AGDR-Prod-HTTP 500 errors detected
% agdr-flexi-prod-loki

© AGDR-Prod-Http status code 431
. agdr-flexi-prod-loki

% agdr-flexi-prod-loki
v cluster-instance-status
© agdr-flexi-test-pod-status
agdr—flex;—prod-kubernetes
© agdr-flexi-prod-pod-status
agdr-flexi-prod-kubernetes

© agdr-flexi-test-pod-status (reason)

agdr-flexi-test-kubernetes

© agdr-flexi-prod-pod-status (reason)

agdr-flexi-prod-kubernetes
> cluster-resource-usage
O Global HTTP Check
v http & certification check
© http-check(agdr)
ag.dr-flexi—prod-kubernetes

@ cert-check(agdr)

©@ AGDR-Prod-Indexd is getting an excessive amount of traffic

Configure

Actions v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v
Edit More v

Actions v
Edit More v
Edit More v
Edit More v




~ Alerts

Check agdr-flexi-test-cpu-usage !
***** Service Monitoring on DRAI k8s cluster *****
g Check resource usage is WARNING!g

Cluster Resource: agdr-flexi-test-cpu-usage
Container: fence
Last usage: 165.21%

Show more

I3 Grafanav11.3.1 Sep 17th

Check agdr-flexi-test-cpu-usage !
***** Service Monitoring on DRAI k8s cluster *****
g Check resource usage is WARNING! g

this resource usage issue is solved

Cluster Resource: agdr-flexi-test-cpu-usage
Container: fence

Show more

I35 Grafanav11.3.1 Sep 17th

]

Rakeiora ops alerts APP 9:59 piv
Check cert-check (rakeira)!
g SSL Certificate Expire Alert! g

The following website(s) certificate may expire in 30 days :

- https:/login.rakeiora.ac.nz
- expire in: 17 days

Please update the certificate status immediately.
I35 Grafanav11.3.1 Yesterday at 9:59 PM

Rakeiora ops alerts APP 2:04 Am
Check cert-check (rakeira)!
E3 SSL Certificate Expire Alert! &3

The following website(s) certificate may expire in 30 days :

- https:/login.rakeiora.ac.nz
- expire in: 16 days

Please update the certificate status immediately.

I8 Grafanav11.3.1 Today at 2:04 AM



[ Files aws-resource-management / terraform / agdr-observability / README.md (CJ ™ Top

e Preview Code Blame 206 lines (158 loc) - 8.58 KB 8 R 8 & Raw ng & 2 o~ =
¥ main v + | Q
T o o e et et ¢ ——
Q Gotofile T backend.tf S3 remote state, key agdr-observability/terraform.tfstate
> B policies - variables.tf Inputs — all have defaults
> BB scripts folders.tf The 4 folders
v @ terraform dashboards.tf The 14 dashboards, and their uid — folder mapping
v W8 agdr-observability dashboards/ Dashboard JSON, one file per dashboard, named after its title
v b alerts )
imports.tf Pass 1: adopt folders + dashboards (18 blocks)
(Y agdr-cluster-instance-status.tf
imports-generate.tf.disabled Pass 2: generate config for the rest (41 blocks)
[ agdr-cluster-resource-usage.tf
(Y agdr-gen3-app-alerts.tf
Inventory
(O global-http-cert-check.tf
(Y rakeiora-cluster-instance-status.tf Object Count Notes
(3 rakeiora-cluster-resource-usage:tf Folders 4 AGDR, Rakeiora, Global HTTP Check, Global K8S Metric
(Y variables.tf .
Dashboards 14 8 AGDR, 3 Global K8S, 2 Rakeiora, 1 Global HTTP Check
Y versions.tf
Data sources 12 prometheus, loki, cloudwatch
> [ dashboards
[) gitignore Alert rule groups 6 34 rules total
(Y terraform.lock.hcl Contact points 14 12 slack, 2 email
l () README.md Message templates 8
O alerts.f Notification policy 1 org-wide singleton
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Operating Gen3 on AWS

Monitoring and Observability

Guerdon Mukama
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The deployed monitoring path

Gen3 on EKS

ACDC production account
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CloudWatch
metrics
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Collecting Kubernetes and Gen3 metrics

prometheus:
server:
global:
scrape_interval: 15s
external_labels:
cluster: gen3-cad-production

remoteWrite:
— url: https://aps-workspaces.ap-southeast-2.amazonaws.com/...
sigv4:
role_arn: arn:aws:iam::<monitoring-account>:role/prometheus—cad-
gen3-ingest-role
region: ap-southeast-2

Prometheus is deployed by Argo CD from the production workload repository

Australian
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Adding AWS metrics and application logs

Grafana uses two data sources for the production view:

Data Source What we query

AMP Deployments, pods, nodes, containers, scrape health, service probes and workspaces

CloudWatch ALB, Aurora, Opensearch and CloudWatch Log insights

The main correlations are:

ALB request count, target latency, 4xx/5xx and unhealthy targets;
Kubernetes deployment availability, restarts and resource pressure;
Aurora CPU/connections and OpenSearch CPU/red state/5xx;
recent application errors from the same time window.

Australian
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How the dashboard is implemented

The dashboard is one version-controlled JSON model with four operational rows:

Summary: replicas, restarts, workspaces, scrape failures and workspace nodes
Kubernetes: node/pod CPU and memory, restarts and deployment availability

Service path: blackbox probes, ALB traffic, latency, errors and dependencies

P W N PR

activity: workspace use, aggregate authenticated activity and recent errors

sum(increase(kube_pod_container_status_restarts_total{
namespace="prodacdc"

H1hD)

Representative PromQL
sum(up{
cluster="gen3-cad-production”,
job="kubernetes-nodes",
role="jupyter"
}) or vector(0)

Australian
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Operations summary

v Operations summary

Available replicas Unavailable replicas Restarts (1h)

Active workspaces Failed scrape targets Ready workspace nodes

Australian
BioCommons




Services and API health

v Gen3 service and API health

Gen3 service reachability API and portal request traffic

1

Name ast * 100 req/s Jame Last * Max

ambassador-service.prodacdc.svc.cluster.local:80 == Requests 0 reg/s 0 req/s

arborist-service.prodacde.svc.cluster.local:80 80 req/s
audit-service.prodacdc.svc.cluster.local:80

fence-service.prodacdc.svc.cluster.local:80 60 req/s

guppy-service.prodacdc.svc.cluster.local:80

hatchery-service.prodacdc.sve.cluster.local:80 40 reqfs

indexd-service.prodacdc.svc.cluster.local:80

manifestservice-service.prodacdc.svc.cluster.local:80

20 req/fs
metadata-service.prodacdc.svc.cluster.local:80
peregrine-service.prodacdc.svc.cluster.local:80
Oreq/s

12:05 12:10 1215 12:20 12:25 12:30 postalzsenvice.prodacde.sve.clustsriocal.80 12:15 12:20

API target latency API error responses ALB unhealthy targets

12:05 12:10

== p95

== Target 4xx 12:05 12:25
== Target 5xx . )
== ALB 4xx == Unhealthy targets

== Average

Australion
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Data services

v Data services

Aurora health

== CPU utilisation

== Connections

12:05 12:10 12:15 12:20 12:25

OpenSearch health

== CPU utilisation
== Cluster red

= 5xX

12:10 12:15 12:20 12:25



Workspace activity

orkspace activity and logs

Concurrent workspaces

12:15

== Concurrent workspaces

Aggregated workspace resource use

0.08
= CPUcores  0.00403 0.00472

== Memory GiB 0.0741 0.0769

AUStI’OhOh 12:20 12:25 12:30 12:35

BioCommons




Aggregating user activity at query time

Structured revproxy logs contain an authenticated user_id. Grafana submits a CloudWatch
Logs Insights query that returns only the aggregate:

filter @logStream like /revproxyl[.lrevproxy-deployment/
and ispresent(user_id)
and user_id != ""
and user_id != "-"
| stats count_distinct(user_id) as active_users by bin(1d)
| sort Ptimestamp asc

Australian
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Aggregated user activity

Recently active users (15i : Daily active users (24h)

Daily active users (7d trend) Authenticated request volume (24h)

200

| 0 - — —
08/17 00:00 08/18 00:00 08/19 00:00 08/20 00:00 08/21 00:00 08/22 00:00 08/23 00:00 14:00 16:00 18:00 : 06:00 08:00 10:00 12:00

active_users 2 == authenticated_requests 178 178

Australian
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Provisioning Grafana from Git

grafana/acdc/
dashboard. json
alerts.json
public-alerts.json
notification-policy-route.json
statuspage-policy-route. json
provision.sh

README . md

GRAFANA_URL="https://<workspace>.grafana-workspace.ap-southeast-2.amazonaws.com"
xport GRAFANA_TOKEN="<short-lived-admin-token>"
/grafana/acdc/prov151on sh
nset GRAFANA_TOKEN

Australian
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Application log errors

Recent Gen3 application errors

Time workload message

3

message

Traceback (most recent call last):

ERROR:backoff:Giving up update_user_authorization(...) after 3 tries (fence.errors.AuthError: - User doesn't have a valid, non-expired refresh token
ERROR:root:backoff: gave up call fence.resources.openid.idp_oauth2.update_user_authorization(<fence.resources.openid.idp_oauthZ.0auth2ClientBase obj
[2026-08-23 02:58:24,977][fence. job.access_token_updater][ ERROR] Updater @ could not update authorization for auth@|6a28b8c94496c2a3f5be539d. Error
[2026-08-23 02:58:24,976][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
Traceback (most recent call last):

[2026-08-23 02:58:23,326][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
Traceback (most recent call last):

[2026-08-23 02:58:22,924][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
ERROR:root:backoff: gave up call fence.resources.openid.idp_oauth2.update_user_authorization(<fence.resources.openid.idp_oauthZ.0auth2ClientBase obj
[2026-08-23 02:58:22,604][fence. job.access_token_updater][ ERROR] Updater @ could not update authorization for auth@|699541laabfba8b59aab@@373. Error
ERROR:backoff:Giving up update_user_authorization(...) after 3 tries (fence.errors.AuthError: - User doesn't have a valid, non-expired refresh token
Traceback (most recent call last):

[2026-08-23 02:58:22,603][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
[2026-08-23 02:58:20,655][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
Traceback (most recent call last):

[2026-08-23 02:58:20,370][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token
Traceback (most recent call last):

[2026-08-23 02:58:18,480][fence. job.access_token_updater][ ERROR] Could not refresh token: - User doesn't have a valid, non-expired refresh token

FRROR:raot :hackoff: aave un call fence.resaurces.onenid.idn oauth? undate user authorization(<fence resources. onenid.idn oauth? Oauth?ClientRase ohi
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Alert evaluation

Private evaluation rules and pending durations
Private rule
Expected deployment object missing
Critical deployment unavailable
Monitoring target down
Container restart storm
Node CPU above threshold

Workspace node capacity unavailable

Australion

BioCommons —

Pending

1 minute

5 minutes

10 minutes

5 minutes

15 minutes

10 minutes



Alert routing

Private operations

contact point Operations Slack

acdc-ops

T
S

acdc-statuspage

\ Statuspage Approved public
Lambda /| SNS component

Grafana

alert rule project label

Private routing stops after the ACDC operations match.

Only portal, data-management and requestor availability rules carry the public project label.

Public rules wait 10 minutes and map to explicit Statuspage component IDs.

Public rules treat query errors / no data as OK; the private scrape-health rule reports telemetry failures

Australian
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Handling an absent Kubernetes object

Our first availability expression only evaluated deployments that existed. Deleting Hatchery removed its metric series, and Argo CD restored the
object in about 182 seconds - before the five-minute alert became pending.

count by (deployment) (
kube_deployment_created{
namespace="prodacdc",
deployment=~"portal-deployment |revproxy-deployment|fence-deployment]|..."
}
)
or on (deployment) (
label_replace(vector(@), "deployment", "portal-deployment",
or label_replace(vector(®), "deployment", "revproxy-deployment",
or label_replace(vector(®), "deployment", "fence-deployment", "", "")

)

e Missing objects now retain a zero-valued series.
e A one-minute warning records deletion / reconciliation events.
e A separate five-minute critical rule covers sustained zero availability.

Australian
BioCommons i-



How we validate a monitoring change

. Review JSON and query changes in Git.
. Run the idempotent provisioner with a short-lived token.

1

2

3. Confirm dashboard panels return data from both data sources.

4. Inspect panel data to ensure activity results contain aggregates only.
5

. Confirm all production rules are Normal with expected labels, pending durations and
runbook URLs.

6. Exercise notification routing with a temporary synthetic private rule.
7. Change the synthetic expression to healthy, wait for resolution, then delete it.

8. Verify no production condition or public route was touched.

Australian
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Implementation choices and next steps

What is working Next implementation gaps

e Prometheus and CloudWatch stay separate backends, joined in Grafana. e A credentialed synthetic for the full workspace-launch journey.
e Ingestion uses IRSA, cross-account role assumption and SigV4. e A consistent application-metrics baseline across Gen3 services.
e Argo CD owns collection; Git and the Grafana APl own presentation and e Reusable dashboard and alert templates for more Gen3
alerting. deployments

e Expected-object fallbacks make deletion observable.
e Route labels separate operations notifications from public status.

e User activity is aggregated in Logs Insights before Grafana.

M Australion
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